
 

 
 

November 2020 

 

Important Notes on Precautions of Bogus Voice 

Message Phone Calls, Fake E-mails, Fraudulent 

Websites and Fraudulent SMS messages 

 

Nanyang Commercial Bank (“NCB”) would like to remind its 

customers to stay vigilant to voice message phone calls purportedly 

from NCB, fake e-mails, fraudulent websites and fraudulent SMS 

messages, etc. Customers are advised to protect their personal 

information at all times.  

 

In this regard, NCB wishes to alert its customers to the following 

important notes:  

 

1. NCB will not require customers to provide sensitive personal 

information (including login and one-time passwords) through 

phone calls, emails or SMS messages. Customers should not 

disclose their personal information to any suspicious caller or third 

party.  

 

2. NCB will not notify customers of any irregularities or suspension 

of their bank or credit accounts, and request customers to input 

their personal information or contact bank staff for identity 

verification through any pre-recorded voice messages, e-mails or 

SMS messages. Customers are also reminded not to rely solely on 

the incoming call display, e-mail address, website address, SMS 

message or message content to identify the caller/sender.  

 

3. Customers who are suspicious about the identities of the callers 

should request for the callers’ contact numbers and names, etc for 

verification and should not disclose their personal information 

during the process.  

 

4. If customers would like to verify any phone calls, e-mails, website 

addresses or SMS messages purporting to be initiated by or 



 

 
 

related to NCB, they should call NCB Customer Service Hotlines at 

(852) 2622 2633 (press “0” after language selection) or visit any 

of our branches for enquiry.  

 

5. When accessing the Internet Banking or Mobile Banking Service, 

customers should type the website of NCB (www.ncb.com.hk) 

directly into the address bar of the browser. Customers should not 

log into the Internet Banking or Mobile Banking through any 

hyperlinks embedded in emails of unknown sources.  

 

For the security information of Internet Banking, please browse 

http://www.ncb.com.hk/nanyang_bank/resource/si_en.pdf . 

If customers are concerned that they may have disclosed their 

personal information to any suspicious person, they should 

immediately call NCB Customer Service Hotlines at (852) 2622 2633 

(press “0” after language selection) or visit any of our branches for 

enquiry, or directly contact the Hong Kong Police Force.  

 

If customers do not wish to receive telemarketing calls from NCB, 

they may exercise their opt-out right by calling NCB Customer Service 

Hotlines at (852) 2622 2633 (press "0" after language selection) or 

visiting any of our branches.  

 

Please visit the website of the Hong Kong Monetary Authority 

https://www.hkma.gov.hk/eng/smart-consumers/beware-of-fraudsters/ 

to watch the promotional video and relevant materials to learn more 

about how to against fraudsters.  

 

A copy of the “Alert on Bogus Voice Message Phone Calls, Fake 

E-mails, Fraudulent Websites and Fraudulent SMS messages” is 

attached for your reference. 

 

 

Nanyang Commercial Bank, Limited 

 

 

http://www.ncb.com.hk/nanyang_bank/resource/si_en.pdf
http://www.hkma.gov.hk/eng/smart-consumers/beware-of-fraudsters/


 

 
 

Alert on Bogus Voice Message Phone Calls, Fake 

E-mails, Fraudulent Websites and Fraudulent SMS 

messages 

 

Scenario 1: Preventive measures against fraud 

 

Do 

✓ Request for the callers’ contact numbers and names, etc for 

verification in case of suspicious calls 

✓ Call NCB Customer Service Hotlines or visit any of our branches 

for verifying the authenticity of phone calls, e-mails, website 

addresses or SMS messages 

✓ Type the website of NCB directly into the address bar of the 

browser for access to the Internet Banking Service 

✓ Stay vigilant to anything abnormal (e.g. request for inputting 

your credit card number, expiry date or verification code on the 

back of credit card, one-time password or personal data) during 

login to NCB’s website/Internet Banking 

 

Don’t 

 Disclose sensitive personal information (in particular the login 

and one-time passwords) to third party 

 Rely solely on the incoming call display, e-mail address, website 

address, SMS message or message content to identify the 

caller/sender 

 Log into the Internet Banking and Mobile Banking through any 

hyperlinks embedded in emails of unknown sources 

 

Scenario 2: Follow-up action in case of disclosure of personal 

information to any suspicious person  

 

Do 

✓ Contact our staff by calling NCB’s Customer Service Hotline or 

visiting any of our branches immediately 

✓ Stay calm and contact the Hong Kong Police Force as soon as 

possible 



 

 
 

Don’t 

 Attempt to handle the case on your own and delay contact with 

our bank staff or report to the Hong Kong Police Force 

 





 

 

2 March 2023 

Protect your Personal Digital Keys 

Beware of Fraudulent Links 

 

 

 

Internet banking login credentials are as important in the 

digital world as the keys to their houses are in the physical 

one, and should be properly safeguarded. NCB will not send 

SMS or email messages with embedded hyperlinks directing 

customers to their websites or mobile applications to carry 

out transactions. Nor will they ask customers to provide 

sensitive personal information, including login passwords 

and one-time passwords (OTPs), via hyperlinks. So if 

members of the public receive SMS or email messages with 

embedded hyperlinks requesting them to input internet 

banking login credentials, these messages should not 

originate from banks. The public should think twice before 

clicking any hyperlinks purportedly sent by banks. 

 



 

 

NCB would like to remind its customers to stay vigilant to 

voice message phone calls purportedly from NCB, fake 

e-mails, fraudulent websites and fraudulent SMS messages. 

Customers are advised to protect their personal information 

including login passwords and OTPs at all times. 

 

In this regard, NCB wishes to alert its customers to the 

following important notes: 

 

1. NCB will not require customers to provide sensitive 

personal information (including login passwords and 

OTPs) through phone calls, emails or SMS messages. 

Customers should not disclose their personal information 

to any suspicious caller or third party. 

2. NCB will not notify customers of any irregularities or 

suspension of their bank or credit accounts, and request 

customers to input their personal information or contact 

bank staff for identity verification through any 

pre-recorded voice messages, e-mails or SMS messages. 

Customers are also reminded not to rely solely on the 

incoming call display, e-mail address, website address, 

SMS message or message content to identify the 

caller/sender. 

3. Customers who are suspicious about the identities of the 

callers should request for the callers’ contact numbers 

and names, etc for verification and should not disclose 

their personal information during the process. 

4. If customers would like to verify any phone calls, e-mails, 

website addresses or SMS messages purporting to be 

initiated by or related to NCB, they should call NCB 

Customer Service Hotlines at (852) 2622 2633 (press “0” 

after language selection) or visit any of our branches for 

enquiry. 

5. When accessing the Internet Banking or Mobile Banking 

Service, customers should type the website of NCB 

(www.ncb.com.hk) directly into the address bar of the 

browser. Customers should not log into the Internet 



 

 

Banking or Mobile Banking through any hyperlinks 

embedded in emails of unknown sources. 

 

To learn more about how to against fraudsters, please visit 

the website of the Hong Kong Monetary Authority 

www.hkma.gov.hk/eng/smart-consumers/personal-digital-

keys  

 

 

Nanyang Commercial Bank, Limited 

  

 

 

 

 

  

 







Introduction of Phishing Attack 

What is phishing attack? 

  

Phishing attack is a prevalent cybercrime. Hackers send phishing emails or text messages impersonating 

organisations such as the government, banks, online payment service providers, online retailers or business 

partners, with links or QR codes directing to phishing websites which look like the genuine websites of 

relevant organisations, tricking the recipients into inputting login passwords, personal information, credit 

card details, etc.  

Hackers may also attach links, QR codes or files in the messages, if the recipients click on the links or open 

attachments indiscriminately, their devices may be infected by malware. 

What are the latest hacking tricks? 

Among the phishing cases last year, most hackers were impersonating financial institutions and post offices 

to send out phishing emails or text messages. 

Impersonating financial institutions/ e-payment platforms 

Hackers impersonate financial institutions, such as banks, and send phishing text messages to the victims, 

claiming irregularities detected or updates on the payment instructions, and request users to process or 

confirm. They lured the victims into visiting a fraudulent website and providing their mobile numbers and 

one-time-password. The hackers then hijack the accounts by using another mobile and transfer funds out. 



As the scammers hide the senders’ mobile numbers and pretend to send messages under bank names, 

mobile systems will treat those messages as no difference with those under the same bank names. Users are 

confused by the mixed genuine and fake messages. 

There are also some hackers who gather personal information via various channels (e.g. system loophole, 

dark web), then impersonate bank staff to make calls and request the users to provide “PIN” and “one-time-

password” to update their e-payment accounts, otherwise their accounts will be frozen. As scammers are 

able to state the personal information of the call recipients, they are easily trusted by the victims. After 

getting the above information, the scammers will then hijack the accounts and drain their deposits. 

Impersonating postage services/ public institutions 

“Delivery failure, incomplete information”, “Payment failure, please confirm”, “Your package with track 

number xxxx still waiting your instruction” are examples of phishing messages purporting to be sent from 

public institutions such as the post office, electricity company, gas company, MTR. Victims are lured into 

clicking on the embedded links which take them to fraudulent websites. With the phishing message 

interfaces look almost the same as the authentic ones and by using some imminent wording like “service 

suspended”, “return of parcel”, the recipients often provide personal or credit card information out of 

anxiety. 

How to recognize phishing attacks? 

⚫ Pay attention to the email header of the sender. Check if there is anything unusual regarding the domain 

of the email address. 

⚫ The subject includes wording “the account will soon be suspended”, exploiting recipients’ anxiety to 

lower their guard. 

⚫ The email content is inconsistent, with grammatical or spelling mistakes. 

⚫ The email contains suspicious links, QR codes or attachments. 

⚫ The domain of the fraudulent website looks very much like that of the official website (e.g. the number 

“1” is replaced with the letter “ I”) 

⚫ Some of the links on the fraudulent websites may be broken. 

Security Tips 

⚫ Do not open unknown emails or messages 

⚫ Check the sender’s details carefully 

⚫ Do not click on the hyperlinks in suspicious emails or messages 

⚫ Do not log into websites that are not verified 

⚫ Pay extra attention if the websites ask for personal or credit card details 

⚫ If you suspect that you have fallen prey to a scam, save relevant emails or messages and report the case 

to the police. 





Stay Alert in Investment of A-Shares 

Defrauding Tricks 

Recently, there are scammers impersonating investment specialists and inviting members 

of the public to join their investment classroom groups through SMS messages and instant 

messaging applications, offering inside information, low risk and high return as baits. The 

public were lured into clicking on the unknown link to download a fraudulent “A-shares” 

mobile application or enter a fraudulent “A-shares” website for setting up an account. 

Subsequently, the scammers asked them to transfer their principal to unidentified personal 

bank accounts. 

 

The scammers would deliver a small return or send fake interest distribution reports through 

the investment application / website for initial transactions, tricking the victims into 

believing them. After the victims invested more, the scammers fled with the money. 

 

The public are invited to tune in to the RTHK news programme called “一桶金之財經新

思維” broadcast on 25 April 2023, in which Mofiz Chan, the Chairman of Hong Kong 

Securities & Futures Professionals Association, shared with audience some reminders 

about investment of A-shares. 

Our Advice 

• Do not connect to any suspicious websites or download any attachments by clicking 

on hyperlinks embedded in SMS messages, emails or websites; 

• You are advised to invest in Shanghai-Hong Kong Stock Connect and Shenzhen-

Hong Kong Stock Connect through registered investment institutions; 

• You may check out the public register of licensed persons and registered 

institutions on the website of the Securities and Futures Commission (SFC); 

• You may enter the suspicious calling number, website or transferee’s account 

number on “Scameter” or “Scameter+”, the mobile application of “Scameter” for 

security check; 

• Remind your relatives and friends to stay vigilant against deception; 

• If in doubt, please call the “Anti-Scam Helpline 18222” for enquiries. 

 

Relevant Links:  

《一桶金之財經新思維》 

https://podcast.rthk.hk/podcast/item.php?pid=308&eid=218949&lang=en-US 

Public register of licensed persons and registered institutions 

https://www.sfc.hk/en/Regulatory-functions/Intermediaries/Licensing/Register-of-licensed-persons-

and-registered-institutions  

Scameter 

https://cyberdefender.hk/en-us/scameter/ 

https://podcast.rthk.hk/podcast/item.php?pid=308&eid=218949&lang=en-US
https://podcast.rthk.hk/podcast/item.php?pid=308&eid=218949&lang=en-US
https://www.sfc.hk/en/Regulatory-functions/Intermediaries/Licensing/Register-of-licensed-persons-and-registered-institutions
https://www.sfc.hk/en/Regulatory-functions/Intermediaries/Licensing/Register-of-licensed-persons-and-registered-institutions
https://cyberdefender.hk/en-us/scameter/
https://podcast.rthk.hk/podcast/item.php?pid=308&eid=218949&lang=en-US
https://www.sfc.hk/en/Regulatory-functions/Intermediaries/Licensing/Register-of-licensed-persons-and-registered-institutions
https://www.sfc.hk/en/Regulatory-functions/Intermediaries/Licensing/Register-of-licensed-persons-and-registered-institutions
https://cyberdefender.hk/en-us/scameter/

